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Learning Objectives

In this tutorial, we will learn about

Security in Docker

Docker Content Trust and Image
Signing

Tools for Security Scanning
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System Requirements

To record this tutorial, I am using

Ubuntu Linux OS 22.04

Docker 27.0.2
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Pre-requisites

To follow this tutorial,

You must have basic knowledge of
using Linux terminal

For pre-requisite Linux tutorials, please
visit this site
https://www.spoken-tutorial.org/
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Security in Docker

Security in Docker protects
containerized apps from threats

It ensures data integrity and
confidentiality
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Docker Content Trust and Image
Signing

Docker Content Trust i.e. DCT, allows
you to verify the integrity

It also verifies the publisher of Docker
images through digital signatures

It ensures that only signed images are
pulled and run
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Tools for Security Scanning

Docker Scout:

It is integrated with Docker Hub

It scans images for vulnerabilities and
provides detailed results

Trivy:

It is an open-source tool that scans
Docker images for vulnerabilities
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Summary

In this tutorial, we have learnt about

Security in Docker

Docker Content Trust and Image
Signing

Tools for Security Scanning
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Assignment

As an assignment, please do the following

Pull nginx image and scan it for
vulnerabilities using trivy tool

Save the output in trivyReport.txt

file
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Assignment Observation
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Assignment Observation
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About the Spoken Tutorial Project

Watch the video available at
http://spoken-tutorial.org
/What is a Spoken Tutorial

It summarises the Spoken Tutorial
project

If you do not have good bandwidth,
you can download and watch it
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Spoken Tutorial Workshops

The Spoken Tutorial Project Team

Conducts workshops using spoken
tutorials

Gives certificates to those who pass an
online test

For more details, please write to
contact@spoken-tutorial.org
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Answers for THIS spoken tutorial

Questions in THIS Spoken Tutorial

Please Visit https://forums.spoken-tutorial.org

Choose the minute and second where you have
the question

Explain your question briefly

The Spoken Tutorial project will ensure an
answer

You will have to register to ask questions
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FOSSEE Forum

For any general or technical questions
on Docker, visit the FOSSEE forum
and post your question
https://forums.fossee.in/
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Thank you

This is Pranjal Mahajan, a FOSSEE
Semester Long Intern 2024, IIT
Bombay
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